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20184 Ajnke] Raxel whEwl, mukel gellM WF oA & AdE dinl 54% S7betslar, wied 24,000
e} oA o] AwtEla glek. H2 Al 71E oA 9 BH 71ee] AR BAE debsta, Al WlF oA
W& A7) flste] ZIAS - B o ) BA] el AR glek sAE, JAISE M8k Aol
oM fel SAe sl Aldste] ShaalA] Febd 2nlE AFE 2 5 Qloh B Aol Al WE ol
Po SAE okl olws AR 54 A= WS A8ste] sy wle] IS o 98%714 AT 5
ATt FF A7E Tk ANE, AdE 5 54 AR FAe FEE T 5 9l

ABSTRACT

According to Symantec’s 2018 internet security threat report, The number of new mobile malware variants increased by
54 percent in 2017, as compared to 2016. And last year, there were an average of 24,000 malicious mobile applications
blocked each day. Existing signature-based technologies of malware detection have limitations. So, malware detection
technique through machine learning is being researched to detect malware variant. However, even in the case of applying
machine learning, if the proper features of the malware are not properly selected, the machine learning cannot be shown
correctly. We are focusing on feature selection method to find the features of malware variant in this research.
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o] E o]&d) oA AE wX|she Wiyl FE AL
S=l9deh. ARk o] q 712 7]Eel Il oA
M BT dlis ARt AFA S A
H2 A7 WAE gAskE s A 9l
o} g ysto] AXsHE choFah B4 Wb o]
£3) Z=9 oty o5 ARyt AA dreule W
Hel otk ol ot de P AgsHAl EA4E
oA wk o g8t Rofe] AEA <l AAlE 7l A
e Eeg & ¥ ohvzl g BAsled g
Alzke] Qo] wiEEe] ofA oS AAZkel] EAE)
71 gtk wge] drh4](5).

T 7AERE Rofe] ARz AlauA 7k
obd 9§ 7|ge] 7kxl whHQl AW wA]e} o
g FAES dAdstausl sk ohkdt gl Al
A odrh(6-12). A, JNATEE o] 8she
7Ael= siEzkel 54 Aol oEste] Ak Y
ot WS FEstelof grh(4). 1 A Shrel A
45 5Ado] dubdal A 2E S o w BR
A o, BAe] FAFl A FU3 5AE UL
A oA B BRI, WF A de AS A
o] WA=l 7 4 qA =ch(13)(21). %,
ZNAgEE ol 8slA g AlTla ot g b
317] glalxe A3k ZAERe] Ad Ex Al A}
S5t B4 Age] F88 ofnulE 7EIgH10)

2.1 ¢EZ0|E Yo MX EA

ol 1> APK ol A& 72 9le
v, APK 392 DEX #}d, A% (resources), A}
AH(assets), 154 Aw2} vy s AE (manifest)
gds 233t oloh(14].

DEX #d& gt==Rolr o] Ad=7] 93
A A Zrr) 7159 gd2 2F APK 3y
o Classes.dex ¥Fd= &3t} DEX o
Header, String IDs, Type IDs, Proto IDs,
Field IDs, Method IDs, Class Defs, Data,
Link Data 44 (Section)oZ FA =] 9lor,
AA FA9 AR, w3 g AR i AR ool
e e Fellzed oig Ao AAEe] gl o]
g%, DEX #dS &8 S sl 49 &
O~

2 A A, QI Hola EA) o SO ARE 3}

Mo He ux

oFgk 4= 9le} oleh (15)(16).
AR Selell B ng gk
A HAR, A zwelAd afg < AEztE Z4E
B H7IA olES Adgt. F
S3le AZES] 2 sl=ge] 75 i
HAz B9 A Q4(activity, service,
broadcast receiver, provider)? 7]® £AS
AoJgic), Rk oluzl, o] AHd £ 9le 7]
T4 7, 2Bl A 847t oAEA ARtEEA
A3t oldlE HE(intent filter)9} %2 7%
= Addgict o] AR, cfo] A~H me ohE 9
o BH3¥ FHE dArsty] s ded A
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7} w2} o] slont el 2 nsd 5 2.4 71HEES 0|88 oY I=ER0|= ¥ EA|
gl ) AR 5 sla BA 2@l = A
27 (emergent) 54 FABH HE whde] 7 2017 ARHZ R&D dlole AAe] ofl4lo]
25} ool whaj v W AREle T1AIE A Alggt g dlele Al 7 A" ¢
WS PEe A BARER Agae] o1g T TR ¥ W A% g oM el A gl A
stale B4 23S 3oy wsle WS Auet APIARE A 35te] 7]AIShel &g-stsict
AR AR e Foxl BA Ao =RiE A (28). AJ43F B4 Ad wpe wasA TEA]
F509 e B4 2Ee AR AL o} woARE, A sk ot el ARSRE W] =
oz W A7le] A-cks A3} AMgshs 7)A% TE BAst] = o Aol7h A, oA el
5 el -3 FAE AL S gloke Aol A A R 7E B AgS 5AE 24d gle
A=l s u Fe] upo] wle] WAH R BH 2 Relrk mh b el Adke AHgEke N
719 Aes AHgEThE AellA] dubg o g Bk go] F7F =& S FEste] o] AL 9l AT+
2 ez guA rh4)(24). dvid= = M2E SALE AAEte] Bl d-gsialct.
A we EdsA EA AT Frpsi 97} 4% 41747 (deep neural network)% o]-&-3}
AZI7E AR FAl defdet. vl = why of FE7 A3t 54 22709 A7k Lefa
= 7IA FAle 54 AlEe] FeEr] el APL 54 T80 ¥ #e= 3“*"“‘} 23t
o] wpgel 2 A HARE va A2 A 97~98%°] A&=g Halrt
gk ojAds] i Agew 54 ATS Frkeb] W
off W2 Alzte] A= Aol (27). o]F%, 71 . oM & X Zd
ol At S Sleixe S el A4
Agk 54 A9 whygg ARgstelof ghet(19) AT 54 ATl et A A ot
P& AR Wil 7ASES 7Hke R S ot
2.3 72 X2 ¥ AS L (SafetyNet) A o Abs BR1e Aee AdE B4 23] ¢

A 2 =Z7]e F9-€oh(10).

As E AT gtegel= APK I Wjo] #g
Sl (permission) AR} € E(intent) AR g

7V AR 5 Bk AA BAs T3l oA 9 HHE g% BAEE AT
229} s, sl SAE 7ASE mdo d delel®

A A R 54 A9

= APK=Rl9] 54 Ag

H& Adsks 71717F tERolE 334 HAE WS AAEEe] gl=Ro]
= 53R #elste] 7171 FEA S A9 A4 oA <fe] SAS Al ASe HEw
& 4 9l URL 5-}"]% AHg-8le] URLe] &=zl EF ¥Y 7 UEE 3l
AEE 7}?#}] o -5 Ftetsk 4 ol Wk op ot o} 'R mwHle] s A dlolH AA e
I | EW%JTEi A HF3P] 3 (data preprocessing), B4 FZ(feature
reCAPTCHA ARt = 9lr), extraction), 54 A= (feature selection), =

£3], Verify Apps APIE o]&3l= 4% o] 9 F(model learning), E2  %7Hmodel

717H A Qs 7ed AdEAgete] AR ¢ evaluation) 2 T-¥o] Ag=v}, A A= oA
3 doerniE 7715 BEd 5 itk o] Jles £ "3.2 54 A3 "3.3 kA A8 A AR
AHEE Fod ARE 7Y st e T-3te] wlal Agsksict. (20)(23).
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360 oty qtzRelr o B S $l% A" B4 Al !
(train) tﬂ ] 1 @1 ]6] J’ APKFJ-“Q 15007H cﬂf@ Chi-gquared ANOVA F-value
APK3Fd 50070)& gg-3k9ict 6 |(PIPERSISTENTACTIVIT| oo
Androguard® °]-83le] "Fig. 1’3} o] vy Y
(P)FORCE_STOP_PACKA| (P) WRITE_EXTERNAL_STO
H~E ghedo] 7HA A 3le AR (A QHE %Eﬂ T |ops RAGE
y o s
5 FE3le] 9 dolg £4% FITH22])( 8  |{PGISYSTEM_TOOLS (P)ACCESS_WIFI_STATE
3H>8 dlog] Alo|A] =3 A3 AR 1647H£} 01 9 |(P)EXPAND_STATUS_BAR|(P)GET_TASKS
W Ay 115702 "Fig. 29 o] Aelste] 7]7) 10 |(A)SET_WALLPAPER (P)INSTALL_PACKAGES
Sloso) shaslol (P)SET_WALLPAPER_HIN| (P)MOUNT_UNMOUNT_FIL
el gshaint g ESYSTEMS
12 |(A)PHONE_STATE (PYWAKE_LOCK
For apk in apk_list 13 |(A)DATA_SMS_RECEIVED | (P)READ_LOGS
app, _, _ = androguard.AnalyzeAPK(apk) 14 |(PREAD EXTERNALST| L oo o
name = app. get_app_name () ORAGE
permission = app.get_permissions() 15 |(P)CHANGE_WIFI_STATE |(P)RESTART PACKAGES
actions = app.get_intent_fileter() 16  |(P)WRITE_SETTINGS (P)CHANGE_WIFL STATE
. (P)MODIFY_PHONE_STA
p_map_]nsert(namer p) 17 TE (A)PACKAGE_REMOVED
a_map.insert(app, a) 18 |(PREAD LOGS (P)KILL_BACKGROUND_PR
Next WADLOGE OCESSES
o .. | (P)ACCESS_COARSE_LoCA
Fig. 1. Pseudocode of preprocessing 19 |(P)RESTART_PACKAGES | o
(P)KILL_BACKGROUND_ -
20 [ opcan (P)VIBRATE
ndex | Permission 1 | Permission 2 B (P)RECEIVE_BOOT_COM
21 - - (PYWRITE_APN_SETTINGS
N 5 5 N PLETED
; - - S 22 |(P)BIND_APPWIDGET | (A)PACKAGE_ADDED
7 G
23 (SP) WRITE_APN_SETTING| (1) b psisTENT ACTIVITY
i 0 ! (P)FORCE_STOP_PACKAGE
24  |(A)PACKAGE_ADDED S - - ’
Fig. 2. Example of pre-processed dataset 25  |(P)GET_TASKS (PG)SYSTEM_TOOLS

3.2 54 M

oy o WA A BH A9 yozt By
9] dwg]Zel  Chi-Squre, ANOVA
F-value¢} @z wdel REF, fWtj= Hiwql
Lasso ¥l 7} dae]&s o] 83te] 25719 54
Adsigion] B4 Ad wd £90%: Table 1,
25} 2},
Table 1. Result of feasure selection
(Chi-squared, ANOVA F-value)

Chi-squared ANOVA F-value
1 (P)SEND_SMS (P)READ_PHONE_STATE
2 (P)READ_SMS (A)BOOT_COMPLETED
3 (P)INSTALL_PACKAGES | (P)SEND_SMS
4 (P)RECEIVE_SMS (P)RECEIVE_SMS
(P)RECEIVE_BOOT_COMPL

5 (A)BOOT COMPLETED o o0

Table 2. Result of feasure selection (Lasso,
RFE)
Lasso RFE
1 [(AMAIN (A)MAIN
2 |(P)ACCESS_WIFI_STATE (P)ACCESS_WIFI_STATE
3 |(P)INTERNET (P)INTERNET
4 |(P)READ_PHONE_STATE  |(P)READ_PHONE_STATE
5 |(PACCESS NETWORK STA |(PJACCESS NETWORK S
TE TATE
g | (PYWRITE_EXTERNAL STO | (P)WRITE_EXTERNAL, ST
RAGE ORAGE
7 | (PACCESS COARSE_LOCA |(P)ACCESS COARSE_LO
TION CATION
8 |(P)WAKE_LOCK (P)WAKE_LOCK
g |(P)RECEIVE BOOT_COMPL | (P)RECEIVE BOOT_COM
ETED PLETED
10 |(P)VIBRATE (P)VIBRATE
11 |(PACCESS FINE_LOCATIO | (P)ACCESS FINE_LOCAT
N ION
12 |(A)BOOT_COMPLETED (A)BOOT_COMPLETED
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Lasso RFE :‘\,_% 7]’%‘ili 7&",%—8]-‘—‘} HOLHHJ% @%ﬁ}‘}’i‘:}.
13 |(PMOUNT_UNMOUNTFIL | \vom o 7y A o)Az = (pseudocode) = “Fig. 3¢}
ESYSTEMS pae)
14 |(A)VIEW (P)SET_WALLPAPER ' = i
. 7 gaeld M S4e] AYE 5t Table
P)MOUNT_UNMOUNT_F R
15 |(A)USER_PRESENT ILESYSTEMS 3.7} 7t} Ak vk (3), (4) A= EAde] Al
5loa2 sl AL u 5 Aled
16 |(P)CALL_PHONE (P)BIND_WALLPAPER H 3leE AR Agsh] gl 43 A€
17 |(P)GET_ACCOUNTS (AVIEW Boot'#d HdE 2 AR AHL3)H
18 |(P)GET_TASKS (A)USER_PRESENT “Wallpaper %5 13] A€s HIS JL /=42
19 |(P)RECEIVE_SMS (P)CHANGE_WIFI_STATE AL AL EX oA A|9]sle] sHol| d-g-5l9dc)
20 |(P)SEND_SMS (P)BIND_DEVICE_ADMIN
21 |(P)READ_SMS (P)RESTART_PACKAGES .
Table 3. Weight of results
2AD EXTERNAL ST
99 |(PYREAD_EXTERNAL STOR (PYREAD_LOGS
AGE Weight Permission
23 |(A)PACKAGE_ADDED (P)CALL_PHONE 4 (A)BOOT_COMPLETED
(P)RECEIVE_BOOT_COMPLETED
24 ;Txgsjs&;gsﬂlomam (P)GET_ACCOUNTS (P)READ_PHONE_STATE
- (P)ACCESS_WIFI_STATE
g5 | PISYSTEMALERT WINDO | o 1o o (P)WRITE_EXTERNAL_STORAGE
w (P)INTERNET
(P)SEND_SMS
(P)RECEIVE_SMS
3.3 7I=X| HE EM MH (P)WAKE_LOCK
(P)READ_SMS
3 (P)ACCESS_COARSE_LOCATION
w = " EEo =slal £
3.2 54 AW AdE EAES =38 54 (P)MOUNT_UNMOUNT _FILESYSTEMS
Adel S 37} Aeksla, Ak WS ARE3F (P)VIBRATE
“ " < (P)CHANGE_WIFI_STATE
el "3.2 B4 AW AR Bl oA o & F)GET TASKS
A A= v FA G} (P)READ_LOGS
A w0 @ ool ] AlelE o] Bl lel (P)RESTART_PACKAGES
A e flelA Aled 47he) 54 AlE (A)PACKAGE_ADDED
oA 13] o|AF Al®lEl EMS Algsls why, (A)MAIN
_ (P)ACCESS_NETWORK_STATE
= vl o o] Exl A€l uld o = =
oA e R ole] 54 AlE el A 23] o] (P)INSTALL_PACKAGES
Ay AdelE] BEAS AR vl A WA wlo g (P)ACCESS_FINE_LOCATION
. _ _ _ (P)PERSISTENT_ACTIVITY
A WA WA AdE 34E rEH R L8k (MVIEW
W) As wow = s wlea AdE 3 ) (P)FORCE_STOP_PACKAGES
(A)USER_PRESENT
(PG)SYSTEM_TOOLS
(P)READ_EXTERNAL_STORAGE
FS_result_list = [Chi_result, ANOVA _result, ™ (P)KILL?BACKG\ROUND?PROCESSES
Lasso_result, RFE_result] (P)CALL_PHONE
(P)GET_ACCOUNTS
For FS_result in FS_result_list _ (P)WRITE_APN_SETTINGS
For Feature in FS_result ) (P)E%fAND*STATLfS*BAR
Result.add(Feature) (A)SET_WALLPAPER
Result weight[Feature] ++ (P)SET_WALLPAPER_HINTS
Next (A)PHONE_STATE
Next ) (A)DATA_SMS_RECEIVED
(A)SEND
For Feature in Result_count "\‘ g;;?ﬁﬂ?ii?iﬁ;
IF Result_weight[Feature] == 1 L@ 1 (P)WRITE SETTINGS
THEN Result.drop(Feature) "’ 4 == .
NEXT ) (A)PACKAGE_REMOVED
’ (P)MODIFY_PHONE_STATE
. . AUNE) (P)BIND_DEVICE_ADMIN
Feature.multiply(Feature, Result_weight) 7@ (P)BIND, APPWIDGET
(P)ACCESS_LOCATION_EXTRA_COMMANDS
Fig. 3. Pseudocode of weighted feature (P)CAMERA

selection method

(P)SYSTEM_ALERT WINDOW
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AA 2000702 dlolelE 3:19] v]&R g7 dlo]
B Al(train set)® #Z dlel¥] Al(vaildation
set) & & Fste] 7)A S| &-8-3lsirt.

71484+ RF(Random Forest), AdaBoost,
Bagging, C-SVM(C-Support Vector
Machines), MLP(Multi-layer Perceptron),
K-NN(K-nearest neighbors vote), K-Means
clustering, 77} °L7?45—°‘ o]-g3fo] 87HA] &
A g W 23] F 56709 Rd& 7AE)
1 H7bekdct. Z1AISE2 ﬂjr‘ﬂ“* python) 7]#s}

71218l Abe]AH (scikit-learn) & ©]-83ke]
sl o ZF ZAIERE daE|SolAd AMEEl A
2 “Table 4."9} 2},

o

N E{>

Table 4. Setting of Machine Learning

ML Setting

RF 50 decision tree classifier

50 estimators
(decision tree classifier)

50 subset

AdaBoost

Bagging (decision tree classifier)
Penalty parameter(C)=1.0
C-SVM kernel =RBF

(Radial Basis Function)

Hidden layer=100
activation=relu
MLP optimizaion=adam
batch size=200
learning rate=0.001

Age 24 A= “Table 5.°3 zFew MLP
o (1) 54 A9 Wi o] gslde o 7 =2
HEEQl 98%%5 HQa, FFHoR (3) 54 AlH
S o] 831lS o) P =2 AHE Rl 94.9%F
2ot Adze} AdE ¥4 Ax (1) 54 A
WS o] 83l S u W AU} 96.1%. it
ANFEo] 89.5%% 7P T FAF Ho|i 9SS
“Table 6.3} "Table 7."& E3}lo] gl 4= i},

F-Measure <3¢l “Table 8.& ®9, (3)

=
=
AoAdd wS o]lgsldls o P B2 4l
97.4%% Hgon HFAHoz (1) 54 Al vy
£ o] &3ld s w A =& FH9 92.7%S By
o}, ek dubEel B AW abgadg (1)~(4)
4 Ad e olgslge W HoHeR e
F-Measure 3|5 Heolx 9lc}

Z 47/1¢] ROC Curve, AUC & H|asjE o,
Aoke B4 Ael w47 B o 232 ngl

53

ovf, 1 AT Fig.8~11"3 2k A e >

Table 5. Accuracy(%)

previous| Chi-
study squaredANOVA Lasso| RFE | (1) (2)

RF 92.8 92 96.2 | 97 98 | 978 | 974 | 972 | 97.8

©
=

Ada
Boost 92 91.2 | 924 | 96 93 | 958 | 94.8 | 946 | 93.8

gBi";‘% 932 | 924 | 952 | 962 | 956 | 97 | 974 | 976 | 972

C-
sym | 866 | 912 | 90 | 874 | 90.6 | 926 | 92 95 | 956

MLP | 938 | 916 | 95 | 956 | 954 | 98 | 964 | 97.8 | 9%6.4

K-NN uniform weights K-NN | 912 | 912 | 94 | 942 | 952 | 952 | 946 | 956 | 94.2
K-Means 2 clusters MeKz;ns 856 | 788 | 86 | 786 | 84 | 82 | 86.6 | 868 | 87
Avg. | 90.7 | 87.8 | 90.8 | 92.1 | 93.1 | 94.0 | 94.1 | 949 | 945

3.5 =Y I}

zZt 7IAEE mde] oA o R Aes A=
(Accuracy), A% (precision), A&E&(recall),
ey ARl AHEY g 3ial
F-MeasureE o]43l &
curve(Receiver Operating Characteristic
curve), AUC(Area under the ROC Curve)®
HbL FAE(25). Ela, FY dlely Aow
Z18% oA Ad=E 22709 BAE o] 85t of
A R Rds ‘E"éﬁb“’_ E AT} wlal A skt

28].

—

Table 6. Precision(%)

p;%'é);ssqig'rédANOVA lasso| REE | () | @ | ® | @

RF 922 | 82.8 | 925 | 937 | 923 | 96.6 | 96.8 | 949 | 956

Ada
Boost

gBi";‘% 955 | 836 | 92 | 925|887 | 943|933 (977 | 952

C-
sym | 872 | 87.9 | 914 | 984 | 904 | 956 | 947 | 953 | 953

MLP | 945 | 859 | 91.8 | 91.5 | 89.2 | 97.3 | 958 | 96.2 | 93.5

934 | 90.1 | 88.7 | 90.4 | 90.6 | 94.2 | 90.8 | 934 | 929

K-NN | 93 90 | 909 | 91 | 91.6 | 947 | 91.2 | 927 | 90.8

Means| 849 | 100 | 945 | 100 | 87.6 | 100 | 100 | 89.8 | 85.4

Avg. | 915 | 8863 | 91.7 | 939 | 90.1 | 96.1 | 94.7 | 943 | 927
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Table 7. Recall(%)

P e ANOVA Lasso | RFE | (1) | @) | @) | @)
RF | 983 | 813 | 919 | 938 | 94 | 974 | 957 | 96.1 | 985
Ada
fda 963 | 71 | 798 | 925 | 807 | 924 | 87.9 | 861 | 846
229 | 955 | 821 | 893 | 924 | 954 | 966 | 967 | 971 | 937
C-
s | 959 | 675 | 655 | 504 | 71 | 743 | 729 | 837 | 869
MLP | 973 | 779 | 882 | 92 | 92 | 952|916 | 952 | 94
K-NN| 958 | 759 | 833 | 843 | 893 | 857 | 89.1 | 942 | 895
K_
w978 | 124 | 44 | 148 | 441 | 846 | 614 | 512 | 637
Avg. | 967 | 669 | 77.4 | 743 [ 809 | 805 | 85 | 862 | 873
Table 8. F-Measure(%)

P e ANOVA Lasso | RFE | (1) | @ | @) | @)
RF | 952 | 821 | 923 | 938 | 932 | 970 | 963 | 955 | 97.1
Ada
fda | o4 | 795 | 841 | 915 | 854 | 934 | 893 | 896 | 8856
a9 | 955 | 829 | 907 | 925 | 920 | 955 | 950 | 974 | 945
C-
s 1913 | 764 | 763 | 667 | 796 | 837 | 824 | 892 | 909
MLP | 958 | 818 | 900 | 918 | 907 | 963 | 937 | 95.7 | 938
K-NN| 944 | 824 | 87.0 | 876 | 905 | 90.0 | 902 | 935 | 90.2
K_

w ol 903 | 221 | 601 | 259 | 588 | 917 | 761 | 652 | 731
Avg. | 939 | 763 | 840 | 830 | 853 | 927 | 89.6 | 90.1 | 899
Accuracy (%)

100

8

95

]

&

RF

P K-NN

Bagging ML

mlaso WRFE m(1) m(3)

Fig. 4. Comparison of accuracy

RF
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